MamATka no 6esonacHocTn B UHTEepHeTe

C kaxablM roqoM MONOAEXN B UHTEPHETE CTaHOBUTLCA BOrMbLUE, a LKONbHUKMA O4HU 13 CaMbiX
aKTUBHbIX Nonb3oBaTtenen PyHeTta. Mexay Tem, TOMUMO OrpOMHOrO KOSiMdecTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 npobrembl. 3Ta NnamsaTka AoMKHa nomoyb Tebe 6Ge3onacHo HaXOAMTLCS B CETW.
KoMnbloTepHble BUPYChI
KomnbloTepHbIN BUPYC — 3TO Pa3HOBUOHOCTb KOMMbLIOTEPHbLIX MPOrpaMm, OTIINYUTENBHON
0COBEHHOCTbLIO KOTOPOW SBMSIETCS CMOCOBHOCTL K Pa3MHOXEHNI0. B JononHeHne K aToMy, BUPYChI
MOTyT NOBPEANTb UMM MOSTHOCTBIO YHUYTOXUTb BCe (balrnbl U AaHHbIe, NOOKOHTPOSbHbIE
Nnonb30BaTento, OT MMEHM KOTOPOro Obina 3anyLleHa 3apaxeHHas nporpaMmma, a Takke noBpeavTb
UNN Jaxe YHUYTOXUTb OnepaLuoHHYI0 CUCTEMY CO BceMu hannamu B Lenom. B 6onblunHcTBe
cny4aeB pacrnpoCTPaHsTCA BUPYChl Yepes NHTEePHET.
MeToab! 3aWuThl OT BPEOOHOCHbLIX NPOrpamMm:
= /Icnonb3yn coBpeMEHHbIE OnepaLnOHHbIE CUCTEMbI, MMEIOLLNE CEPbE3HLIN YPOBEHb 3aLLMThbI
OT BPELOHOCHbIX MPorpamm;
= [TocTOAHHO yCcTaHaBnmBam nNayTu (UMdpoBble 3annaTkn, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBaKTCS C Lienblo AopabTku nporpammbl) 1 Apyrne o6HOBNEHNS CBOEN
onepaumnoHHoM cncteMbl. CkadmBai NX TONMbKO C 0hMLManbHOro canTa paspaboTymnka
OC. Ecnu cywecTtByeT pexxum aBTOMaTtu4eckoro 0OHOBMNEHWS, BKITHOYM €rO;
= PaboTtal Ha cBOEM KOMMbLIOTEPE NOA NpaBaMu Mosib30BaTensi, a He agMuUHUCTpaTopa. ATo
He Mo3BONUT BOMbLUMHCTBY BPEOOHOCHbBIX NPOrpaMm MHCTaNMpoBaThCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
* icnonb3yi aHTUBMPYCHbIE MPOrpamMMHbIe NPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C
aBToOMaTU4YeCcKnM obHoBIeHneM 6as;
= OrpaHnyb U3NYECKMIA OCTYN K KOMMNBIOTEPY A1151 MOCTOPOHHUX MNL;
= /Icnonb3yn BHELLUHNE HOCUTENY MHAopMaLMK, Takue Kak drieLlka, AUCK nnun amn uns
WHTEepHeTa, TONbLKO U3 NPodepeHHbIX CTOYHUKOB;
= He OTKpbIBal KOMMNbOTEPHbIE dansbl, NONYYEHHbIE N3 HEHAAEXHbBIX UCTOYHUKOB. [axe Te
(hainnbl, KOTOPbIE NpPUCHan TBOW 3HAKOMbIN. JTyylle yTOYHM Y HEero, OTNpaBensan nn oH Tebe
nX.
Cetu WI-FI
Wi-Fi - aT0 He BUA nepefayn gaHHbIX, HE TEXHOMOMNS, a BCEro nuilb 6pena, mapka. Ewe B 1991
rogy HugepnaHackas komnaHus 3apernctpupoana 6peHg «WECA», yto o6o3Havano
cnoBoco4yeTaHune «Wireless Fidelity», koTophkiln nepeBoanTCS Kak «becnpoBogHas TOYHOCTbY. [Jo
Hallero BpemMeHn gowuna gpyras abopesumatypa, kotopasi ABMASETCA TaKoW e TeXHONornen. 1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue GbINO 4aHO C HAMEKOM Ha CTaHAapPT BbICLUMIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03Ha4yaeT «BbICOKasi TOYHOCTbY.

Ha, 6ecnnaTHbIN UHTEPHET-AOCTYN B Kadhe, OTENAX N asponopTax siBNAETCS OTNINYHON
BO3MOXHOCTbIO BbIXOa B MHTEPHET. HO MHOMMe aKCcrnepThbl cCHMTatoT, Y4To 06LwenocTynHble Wi-Fi
CeTun He saBnATCs 6esonacHbIMU.
CoseTbl No 6e3onacHOCTH paboTe B 06LenocTynHbIX ceTax Wi-fi:
= He nepeaasali CBOK NMYHYHO MHGOPpMaUmio Yepes obuenoctynHble Wi-Fi cetn. Pabotas B
HUX, )XernaTernbHO He BBOAWTb MNAapOnM JOCTYNA, NOMUHbLI U KakMe-ToO HOMEpa;
= icnonb3yn 1 06HOBNSA aHTUBUPYCHbIE NporpaMmMbl U 6paHamayep. Tem cambiM Thbl
obesonacuib cebsi OT 3akayvky BUpyca Ha TBOE YCTPOWCTRBO;
= [pn ncnonbsoaHumn Wi-Fi otkntoum dyHkumo « O6Lmin 4oCcTyn K harinam n npuHTepamy.
HdaHHasa pyHKUMA 3aKpbiTa MO YMOMYaHWio, O4HAaKO HEKOTOPbLIE NOMb30BaTENN
aKTUBUPYIOT €€ Ans yaobcTBa ncnosnb3oBaHus B paboTte unu y4ebe;
= He ncnonb3yn nyénuuHbii WI-FI ana nepefaum nuyHbIX AaHHbIX, HANPUMEp Ans Bbixoga B
coumarnbHble CETU UMK B SNIEKTPOHHYIO MOYTY;
* inonb3yi TONMbKO 3alumLeHHoe coeauHeHmne Yeped HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca BBOAN MMeHHO «https://»;
= B mobunsHom TenedoHe oTknoum yHkumo «lMogkntodeHme k Wi-Fi asTomaTtnyeckn». He
AOornyckan aBTOMaTU4ECKOro NoaKNtoYeHnst yeTporncTtaa k cetam Wi-Fi 6e3 TBoero
cornacus.
CoumnanbHble ceTn
CoumanbHble CeTu akTUBHO BXOAST B HaLUy XWU3Hb, MHOTME MoAM paboTatoT U XKMBYT Tam
NoCTOsIHHO, a B Facebook yxxe 3apernctpupoBaH Munnuapa Yenosek, YTo BNAETCS O4HOW ceabMOMN



BCeX Xutenen nnaHetbl. MHOrMe Nonb3oBaTeNn He MOHMMAOT, YTO MHAPOPMAaLUS, pasMeLLeHHas
VMU B COLMarnbHbIX CETSX, MOXET ObITb HaaeHa U UCMNONb30BaHa KEM YrogHoO, B TOM YUCIE He
00s13aTenNbHO ¢ BnarMMm HamepeHnsMn.
OcCHOBHbIe coBeTbI MO 6€30MacHOCTM B COLManbHbIX CETSX:
= OrpaHunyb cnmucok apysen. Y 1ebsi B 4py3bsx HE AOMMKHO ObITb CryvarHbIX 1 HE3HAKOMbIX
noaen;
= 3aLMLlan CBOK YaCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXAEHWS 1 OPYIYHO NIMYHYIO MHAOPMALMIO. 3M0YMbILLITEHHUKN MOTYT MCMOMb30BaTh
Aaxe NHopMaLMIo O TOM, Kak Tbl U TBOW POAUTENN NNaHUPyeTe NPOBECTUN KAHUKYIbI;
= 3awmLan cBo penyTaumio - AEPXM ee B YNCTOTE 1 3adaBan cebe Bonpoc: XxoTen Obl Thl,
4yTOObI ApYr1e Nonb3oBaTeny BUAENN, YTO Thl 3arpyxaeLwb? lNogyman, npexae 4em YTo-
TO onybnukoBaTb, HaNUcaTb 1 3arpy3unTb;
= Ecnn Tbl roBOpULLIb C NOABMU, KOTOPbIX HE 3Haellb, HEe UCMOSb3YN CBOE pearibHoe NMSA U
APYry NNYHY MHOOPMaUMN: NMS, MECTO XUTENbCTBA, MECTO y4elbbl 1 Npoyee;
= /I36eran pasmelleHns oTorpacuii B VIHTepHeTE, roe Tbl n306pakeH Ha MecTHOCTH, Mo
KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOMOXEHNE;
= [Tpu perncrpaumm B coumarnbHON CETU HEOOXOAMMO MCMONb30BaTh CITOXHbIE NapPOX,
cocTosiLme n3 OykB 1 LGP U C KONMYECTBOM 3HAKOB HE MeHee 8;
= [1na coumnanbHOM ceTn, NOYTbl U APYrMX CakToB HEOOXO0OMMO UCMONb30BaTh Pa3Hble Naposu.
Torga ecnu Te65 B3roMatoT, TO 3MT0YMbILLIIEHHUKM NOMy4aT OOCTYN TOSbKO K OOHOMY
MECTY, a He BO BCe cpasy.
OneKTPOHHbIe AeHbIU
OnNeKTPOHHbIE AEeHbMN — 3TO O4YeHb YAOOHLIN CNocob nnaTexen, OAHaKO CYLLIECTBYHOT MOLLUEHHUKM,
KOTOpbIe XOTAT MNOMY4YUTb 3TU OEHbIN.

OnEKTPOHHbIE AeHbMM NOSIBUNNCH COBCEM HEAABHO U MMEHHO U3-3a 3TOr0 BO MHOMMX rOCygapcTBax
[0 CUX MOp He NPOMNMcaHo Mpo HUX B 3akoHax. B Poccum xxe oHn oyHKLMOHMPYIOT M O HUX YiKe
NPOMNMcaHo B 3aKOHe, rae UX pasnensitoT Ha HECKOMbKO BUAOB — aHOHMMHbIE M HE aHOHUMHbIE.
PasHuua B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPLIX pa3peLuaeTcs NPoBoAUTL onepauun 6es
naeHTUdrKaLmMmn Nonb3oBaTens, a B HeaHOHUMHbIX MAEHTUUKaLUM Nosb30BaTens ABAsSeTcs
obs3aTenbHON.

Takke crnegyeT pasnuyatb SMEKTPOHHbIE bMaTHble AeHbrM (paBHbl rOCY4apCTBEHHbBIM BantoTam) u
9NEKTPOHHbIE HednaTHbIE AeHbIM (HE paBHbl rOCYAapCTBEHHbLIM BanoTam).
OcHoBHbIe coBeTbl N0 Ge3onacHom paboTe ¢ SNEKTPOHHBIMU AEHbIraMM:
= [TpMBSKM K CHETY MOOUIbHBIN TeNedOoH. ATO camblii YAOOHbIN 1 ObICTPLIA CNOco6
BOCCTaHOBUTb JOCTYN K cyeTy. MNpuBsa3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBON
nraTeXHbI Naponb UK 3anellb Ha CanT C HE3HAKOMOro YCTPONCTBA;
= icnonb3yn ogHopa3oBble naponu. Nocne nepexoaa Ha yCUeHHyo aBTopusauunio Tebe yxe
He BygeT yrpoxaTb ONacHOCTb KpaXky UIn nepexeaTta NraTexHoro napons;
= BbiGepu cnoxHbIi napornk. MNMpecTynHukam OyaeT He NPOCTO yragaTh COXHbIA Naposib.
HapexHble naponn — aTo Napornu, KOTopble coaepXaT He MeHee 8 3HaKOB Y BKNOYaloT B
cebsi CTpoYHble M NpornucHble ByKBbI, LIMMPbl U HECKOSBbKO CMMBOSIOB, Tak/e Kak 3HaK
ponnapa, yHTa, BocKnuuaTtenbHbIn 3Hak 1 T.n. Hanpumep, $tRONg!;;
= He BBOAM CBOM NNYHbIE AaHHbIE HA CalTax, KOTOPbIM He JOBepseLlb.
OrneKTpoHHas noyta
OnNeKTPOHHas noyTa — 3TO TEXHOMOIMSA 1 NpeaoCcTaBnsieMble €10 YCIyru Mo nepechisike u
NOSYYEHUIO SNEKTPOHHBIX COOOLLEHNIA, KOTOPbIE pacnpeaensaTcsl B KOMNbOTEPHON ceTh. OObIYHO
9NEKTPOHHbBIN MOYTOBbLIN AWK BbIMAAUT Crneayowmm obpasom: UMs_Mnorb3oBaTens@uva_AoMeHa.
Takke Kpome nepegaym NpocToro TeKCTa, MMEETCs BO3MOXHOCTb NnepeaaBaTh dhannbi.
OcHOBHbIe coBeTbl N0 6Ge3onacHon paboTe ¢ ANEKTPOHHON NMOYTOMN:
= Hapo BbiBpaTth NpaBuibHbIN NOYTOBbLINA CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BbIGOP
GecnnaTHbIX NOYTOBbLIX CEPBMCOB, OOHAKO Iy4lle JOBEPATL TEM, KOro 3HaeLlb U KTO
nepBbll B PENTUHTE;
= He ykasbiBai B IMYHON NOYTE NUYHYIO nHdopmauuo. Hanpumep, nydwe BoibpaTb
«My3blKanbHbIi_daHaT@» nnn «pok2013» Bmecto «Temal3»;
* icnonb3yi AByX3aTanHyo aBTopu3aumio. 37O KOorga noMUMO Napons Hy>KHO BBOAUTbL KOA,
npuckiniaemMbii no SMS;



= BbiGepu crnoxxHbI naporb. s KaXkaoro noYToBOro silMka AoMmKeH ObiTb CBOW HadEeXHbIN,
YCTONYMBbIN K B3FIOMY Naporib;
= Ecnn ecTb BO3MOXHOCTb Hanucatb CaMOMY CBOW JIMYHbIA BONPOC, UCMOMb3Yn 3Ty
BO3MOKHOCTb;
= /Icnonb3yin HECKONbKO NOYTOBLIX ALMKOB. [1epBbil ANsi YaCcTHOW NepennCKM ¢ agpecatamu,
KOTOPbIM Thbl A0OBEpPsiEllb. TO 3NEKTPOHHbLIA aApec He Hado NUCMONb30BaTh NpuU
peructpaumm Ha chopymax n cantax;
= He oTkpbiBan charinbl 1 Apyrne BnoOXeHUsi B NMCbMaxX Aaxke eCriv OHU NPULLISIA OT TBOUX
apy3en. Jlydle yTouHm y HUX, OTApaBnanm nn oHn Tebe atn chainsi;
= [locne okoH4YaHMs1 paboTbl Ha MOYTOBOM CEpPBUCE Nepeq 3akpbiTUEM BKNAOKN C CATOM He
3abyab HaxkaTb Ha «BbInTny.
Kn6epOynnuHr unm BuptyanbHoe u3geBaTesibCTBO
KnbepbynnuHr — npecnenoBaHne COOOLEHNSIMU, COAEPKALLMMU OCKOPOIEHMs, arpeccuto,
3anyrvBaHue; XynmraHcTeo; coumnanbHoe 60MKOTMPOBAHME C MOMOLLbH Pa3fMyHbIX UHTEPHET-
CEpBMCOB.
OcHOBHbIe coBeTbl N0 6opbbe ¢ KNbepOyNMHIoM:
= He 6pocarica B 6oi. Jlyuwnin cnocod: nocoBeToBaTbCA Kak cebsi BECTU M, €CINU HET TOrO, K
KOMY MOXHO 0B6paTUTbCS, TO BHa4ane ycrnoKouTbes. ECnmn Tbl Ha4YHeLbL oTBeYaTb
OCKOPONEHNAMM Ha OCKOPOIEHNs], TO TOMbKO eLle 6orblie pasoXokeLlb KOHIMKT;
= YnipaBnsii CBOew knbeppenyTaumen;
= AHOHMMHOCTb B CETU MHMUMast. CyLLeCTBYOT CNOCObbl BbISICHWUTb, KTO CTOUT 3a @HOHUMHbLIM
aKKayHTOM;
= He CTOMT BECTM XyNMUraHCKuin obpas BUPTyarnbHOW XN3HW. VIHTEPHET OUKCUPYET BCE TBOU
OENCTBUA U COXpaHSaeT UX. YoanuTb ux OyaeT kpavHe 3aTpyaHUTENbHO;
= Cobnogan cBov BUPTyarnbHY YeCTb CMOSOAY;
= iIrHopupy eanHUYHbIN HeraTne. OQHOpPa30oBble OCKOPOUTENbHBLIE COOBLLEHNS NyyLle
nrHopuposatb. OObIYHO arpeccus NpekpaLlaeTca Ha HavyanbHOW CTaauu;
= baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLLEHUAMM, B COLMAnbHbIX CETSX
€CTb BO3MOXHOCTb GITOKMPOBKM OTMPaBKM COOBLLEHMI C ONPeaeneHHbIX aapecoB;
= Ecnu Tbl cBMaeTens knbepOynnuHra. TBon AeNCTBUS: BbICTYNUTbL MPOTUB NpecrneaoBaTens,
nokasaTtb emy, 4YTO ero AeCTBUSA OLIEHUBAKTCA HEraTUBHO, NOAAEPXKaTb XXEePTBY, KOTOPOU
HY>KHa MCUXOornyeckas NoMoLLb, COOOLLMTL B3POCHbIM O dhakTe arpecCUBHOMO
noBeAeHNs B CETU.
MoObunbHbIN TenedoH
CoBpemeHHble cMapTOHbI 1 NNaHLWeTbl coaepxaT B cebe BNonHe B3pOoCrbin OyHKLUMOHAr, 1
Tenepb OHWM MOTYT KOHKYPUPOBaTb CO CTaLUMOHAPHbIMKU KoMMbloTepamu. OgHako, cpeacTs 3aLuThbl
ANsA nogo6HbIX YCTPOWCTB NOKa OYeHb Mano. TeCTMpoBaHMe 1 MOUCK YA3BUMOCTEN B HUX
NPONCXOONT He Tak MHTEeHCUBHO, kak Ans MK, To ke camoe kacaeTcs 1 MOBUIbHBIX MPUNOXEHNIA.
CoBpemeHHble MOOUNbHbIE Opay3epbl yKe NpaKkTUYeCKM OrHanM HacTosbHblE aHanorn, ogHaKko
pacwmpeHune oyHKUMoHana BneyeT 3a cobon 60NbLUYI0 CIIOXHOCTb U MEHbLLYIO 3aLLULLIEHHOCTD.
[aneko He BCe NpOM3BOANTENM BbINyCKatOT OOHOBMEHMS, 3aKpbIBAKOLLME KPUTUYECKUE YA3BUMOCTH
ANs CBOMX YCTPONCTB.
OcHoBHble coBeTbl Ansa 6e3onacHOCTU MOBMNbHOro TenedoHa:
= Hnyero He aBnisieTcs no-HactosiemMy 6ecnnaTtHbiM. Byab 0CTOpOXeH, Beab Koraa Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO NnaTHbIe YCIyru;
= [lyman, npexage 4em oTnpasutb SMS, poTo nnm Buaeo. Tbl TOYHO 3HaELb, rae OHM byayT B
KOHe4YHoM utore?
* Heob6x0aMMO OBHOBMATL ONEPALIMOHHYI0O CUCTEMY TBOEro CMapTdoHa;
= /icnonb3yi aHTUBMPYCHbIE NporpamMmmbl AN MOOUIbHbBIX TenedOoHOB;
= He 3arpyxai npunoxxeHns oT HEM3BECTHOIO NCTOYHMKA, BEAb OHW MOTYT COAEpXKaTb
BpeaoHOCHOE NporpammMHoe obecneyeHue;
= [locne Toro Kak Tbl BblAELb C CanTa, rae BBOAWUI JIMYHYK MHGOPMALMIO, 3anam B
HacTpoviku 6paysepa u yganu cookies;
= [Teproguyeckn NpoBepsaN Kakne nnaTHbIE YCyrn akTMBMPOBaHbI HA TBOEM HOMEPE;
= [laBan cBOW HoOMep MOBOWBHOro TenedoHa TOMNbKO JTASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepsieLlb;
= Bluetooth gomkeH 6bITb BbIKMOYEH, KOraa Thl UM He Nonb3yellbes. He 3abbiBan nHoraa
NpoBEpPsITb 3TO.



Online urpbl

CoBpeMeHHbIe OHNMarH-Urpbl — 3TO KPaCcoYHble, 3axBaTbiBalOLLME pa3BreyeHnd, obbeanHsowme
COTHM ThICSY YENOBEK MO BCEMY MUPY. MIFPOKK nccrieayoT AaHHbIA UM MUp, oOLLatoTCa Apyr ¢
APYroM, BbIMOSHAIOT 3a4aHUA, CPaXXarTcs C MOHCTpaMu 1 Nofy4vatoT onbIT. 3a ya0BOMLCTBUE OHU
NnaTaT: NOKyNnakT AMCK, onnadvmBatoT aboHEMEHT nNn NpnobpeTatoT Kakne-To Onumu.

Bce aTu cpeacTBa vayT Ha nogaepxkaHve 1 pasBuTHe Urpbl, a Takke Ha caMmy 6e3onacHoCTb:
COBEpPLUEHCTBYIOTCS CUCTEMbI aBTOPMU3aLIMK, BbiNyCKaloTCS HOBble Natyy (Undposble 3annaTtku ang
nporpamMm), 3aKpbIBaloTCH YSI3BUMOCTU CepBepoB. B Nogo6HbIX urpax CToMT onacaTbCsa HE CTOSbKO
CBOWX COMNEPHMKOB, CKOMNBbKO KpaXku TBOEro naposs, Ha KOTOPOM OCHOBaHa cucTema aBTopu3auun
BonbLUMHCTBA Urp.
OcHOBHbIe coBeTbl M0 6e30MacHOCTM TBOEro UFPOBOro akkayHTa:
= Ecnu gpyron nrpok BegeT cebs nnoxo unm co3gaet Tebe HENPUATHOCTU, 3a0NOoKMpPYR ero B
CM1CKe UIPOKOB;
= [Toxanyncsa agMyHUCTpaTopam Urpbl Ha NfI0Xoe NOBEAEHNE 3TOrO UrPOKa, KenaTenbHo
NPUOXUTb Kakne-TO AoKasaTernbCTBa B BUAE CKPUHOB;
= He ykasbiBan NMYHy0 MHOpMaLMIo B Npodhanne vrpbl;
= YBaXan Opyrnx y4acTHUKOB MO Urpe;
= He ycTtaHaBnuBanm HeodmumanbHble NaTin u MOAbI;
= /Icnonb3yn CAOXHbIE U pa3Hble Naponu;
= [laxke BO BPEMS UrPbl HE CTOUT OTKMOYaTh aHTMBMUPYC. oka Thl Urpaellb, TBOWN KOMMbOTEP
MOryT 3apa3uTb.
DULLMHT UMK KpaXa NTNYHbIX AaHHbIX
OObIYHON Kpaxken AeHer N JOKYMEHTOB CErOdHS YXKe HUKOro He yanBufilb, HO ¢ pa3BuUTMEM
WHTEPHET-TEXHONOMNI 3MTI0YMBILLSIEHHUKM NEPEMECTUMUCE B MHTEPHET, U MPOAOITKAOT 3aHMMAaTbLCS
«MnobumbIM» genom. Tak nosiBMnack HoOBasi yrpo3a: MHTEPHET-MOLLEHHUYECTBA UMK OULLIVHT,
rrnaBHas Lefb KOTOPOro COCTOUT B MOMyYeHUM KOHUAEHUMANbHbIX AaHHbIX Nofb3oBaTenen —
NOrvHoB 1 naponen. Ha anrnunckom ga3bike phishing yntaetca kak domwmnr (ot fishing — pbibHas
noen4, password — naponb).
OcHOBHbIe coBeTbl M0 6opbbe ¢ PULLNHIOM:
= Cneawn 3a CBOMM akkayHTOM. Ecnn Tbl NO403peBaeLLb, YTO TBOSA aHKeTa Obina B3fiomaHa, To
Heobxoanmo 3abrokupoBaTh ee 1 CoobLWMTL agMUHUCTpPaTopamM pecypca 06 3ToM Kak
MOXHO CKOpee;
* icnonb3yn 6e3onacHble BeO-CanTbl, B TOM YUCIE, UHTEPHET-Mara3vHOB Y MOUCKOBbIX
cucTem;
= icnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnm Tebs B3rioMaroT, TO
3M10YMbILLUAIEHHUKM MOfyYaT AOCTYM TONbKO K OAHOMY TBOEMY NPOdUIIIO B CETU, A HE KO
BCEM,;
= Ecnn Tebs Banomanu, To HeobxoaMMo nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaerneHbl y Tebs B Apy3bsiX, O TOM, 4TO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOErO UMEHM
OyZeT paccbinaTtbCs cnam u CCbIIKM Ha (PULLMHIOBbLIE CalThl;
= YcTaHoBW HagexHbli naposb (PIN) Ha MOGUbHBIN TenedoH;
= OTKMNOUYKM coxpaHeHue naporns B 6paysepe;
* He oTkpblBaw tharnbl 1 Apyrne BrOXeHUs: B NMCbMaxX AaXke eCrivi OHU NPULLINA OT TBOUX
apy3en. Jlydle yTouHu y HMX, OTApaBnanm nm oum Tebe atn channel;
LUudpoBas penytaums
Lindposas penytaums - 3To HeraTMBHas UM NO3NTUBHas MHpopMaLms B ceTu o Tebe.
KomnpomeTupytoLias tHpopMaums pasMeLleHHas B MIHTEPHETE MOXET Cepbe3HbIM 06pasom
0Tpa3nTbCs Ha TBOEW pearibHOM Xn3Hu. «Lindposas penytaumusa» - 3To TBON MMUOXK, KOTOPIN
dopmupyeTca n3 nHcpopmauum o Tebe B MHTEPHETE. TBOE MECTO XUTENLCTBA, y4ebbl, TBOE
(PUHAHCOBOE MONOXEHMNE, OCOBEHHOCTM XapakTepa U pacckasbl 0 ONM3KNX — BCE 3TO HaKannMBaeTcs
B CeTu.

MHorvne NnoapoCTKM NErKOMbICIIEHHO OTHOCATCS K MyOnvkauum nn4Hom nicopmaumm B IHTepHeTe,
He NOHMMasn BO3MOXHbIX MOCNEACTBUIA. Tbl AaXe HE CMOXELLb JoragaTbCsa O TOM, YTO ooTorpadus,
pa3mMelleHHasa 5 neT Hasaa, cTana NpUYMHOM oTkasa NpuHATL Tebst Ha paborTy.

KommeHTapun, pasmeLleHne TBonx chotorpacuii n gpyrme AencTBrUs MOTyT HE UCHE3HYTb Aaxe



nocrie Toro, Kak Tbl X yAanuib. Tbl HE 3HaELLb, KTO COXpaHui 3Ty nHdopmauuto, nonana v oHa B
NMONCKOBbIE CUCTEMbI U COXpaHWach N OHa, a rnaBHoe: YTO NOAYMaloT O Tebe OKpyKatoLlee Noau,
KOTOpble HaNQyT 1 yBUAAT 3T0. HanTn nHdopmaumio MHOro NeT CNyCcTa CMOXET 000N — Kak 13
A00pbIX NOBYXOEHWIA, TaK U C HAMEPEHNEM NMPUYMHUTL BPEA. DTO MOXET ObITb KTO YrogHO.
OcHoBHble COBETbI MO 3aLuTe LUGPOBOM penyTaLmm:
=[Togyman, npexage 4Yem 4YTo-TO NyGrMKoBaTb M NepepaBaTth y cebs B 6nore nnm B
couuanbHom ceTu;
= B HacTporikax Npodunsa ycTaHOBU OrpaHNYeHUs Ha MPOCMOTP TBOEro Npodunsa u ero
CoLEePXKUMOro, caenan ero ToNbKO «45st Apy3emny»;
= He pa3meLLar u He ykasbiBali MHGOPMaLMO, KOTOpasi MOXET KOro-nimbo ockoponaTb unm
obmxaTtb.
ABTOpCKOE npaBso
CoBpeMeHHbIe LUKOMNbHUKN— aKTUBHbIE NOMb30BaTENN LMgPOoBOro npoctpaHcTea. OgHako ganeko
He BCe 3HatoT, YTO NOSIb30BaHME MHOTMMU BO3MOXHOCTAMU LMdpoBOro Mupa Tpebyet cobnogeHns
npaB Ha MHTENNEKTYyanbHy0 COOCTBEHHOCTb.

TepMUH «MHTENMeKTyanbHasi COGCTBEHHOCTb» OTHOCUTCS K pa3fMyHbIM TBOPEHWUSM YETTOBEYECKOrO
yMa, HaunHasi C HOBbIX M306peTEeHMI 1 3HaKoB, 0603HaYatOLLMX COBCTBEHHOCTb Ha NPOAYKTbI 1
YCInyru , U 3akaH4MBas kHUramu, potorpacomsiMun, KMHOUIIbMamm U My3blKarnbHbIMU
NpOV3BEAEHUAMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENNEeKTyarnbHy COGCTBEHHOCTb Ha NPON3BEAEHMS HaYKX,
nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYMAT B KAYECTBE rapaHTUM TOro, YTO
WHTENNeKTyanbHbIN/TBOpYECKUiA TPy aBTopa He ByAeT HanpacHbIM, 4acT eMy crpaBeasvBble
BO3MOXXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa, nonyy4mTb U3BECTHOCTb U NpU3HaHKe.
HukTo 6e3 paspelleHns aBTopa He MOXeT BOCTPOM3BOAUTL Ero NPOu3BEAEHME, PacnpOCTPaHsTb,
nyGnMYHO AEMOHCTPUPOBATL, MPOAABaTh, MMMOPTUPOBATL, NyckaTk B NpokaT, NyGNMYHO UCMONHATD,
NoKa3bIBaTb/VCMONHATL B a¢hmpe Unn pasmellaTtb B VIHTepHeTe.

Mcnonb3oBaHue «NMpaTcKkoro» NporpamMmmHOro obecrnevyeHnst MoXeT NPUMBECTU K MHOTUM pyCKaMm: OT
noTepu AaHHbIX K TBOMM akkayHTaM A0 GrOKMPOBKU TBOEMO YCTPOWCTBA, FAe YCTAHOBMEHHbIN He
neranbHasi nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYET NeranbHble 1 6ecrnnatHble
nporpammel, KOTOPbIE MOXHO HaWTUN B CETU.



